
Think of inter-company, highly secure document creation, editing and distribution – and you have 
our Managed Secure Collaboration Service. It acts like an “electronic safe”, physically located at  
top-security data center facilities operated by SIAG Secure Infostore AG at one of Europe’s most 
secure data centers, deep inside the Swiss Alps. Crucial business information deposited here is 
available only to a select user community of your choosing, around-the-clock and from anywhere 
in the world, via an internet-based secure access service. Multi-layer security architecture grants 
admission to users at your company and elsewhere. It also offers rigorous protection against un-
authorised access, not least by corporate system administrators. You govern the privileges of 
your user community and members’ individual access rights, so you are always in total control of 
your sensitive information. The service is very simple to use and requires no more than a regular 
web browser – so it is ready to go immediately, worldwide, no software installation or special 
training necessary. 
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Your needs 
Confidential information about business transac-
tions needs to be exchanged fast, electronically, 
globally, and securely within a defined user com-
munity. Scenarios include: handing decisions 
back and forth between top management execu-
tives and the board of directors; sharing informa-
tion around international project groups and 
business partnerships, or with fiduciaries and le-
gal counsel; a virtual “deal room” for M&A trans-
actions; the list goes on. It is vital for information 
of this nature to be channelled unfailingly within 
a closed group of senders and recipients. Deci-
sion-making processes have to be consistently 
traceable and auditable, with tamper-proof 
documents that include unimpeachable evi-
dence of their provenance and timing. 
 
Our solutions 
With the Managed Secure Collaboration Service, 
your company can communicate with high secu-
rity, cost-effectively, according to the needs of 
the moment. And this without any requirement 
to install user software, or set up and operate in-
house infrastructure. The service is based on an 
all-Swiss product development. Add the reliabil-
ity of its operator, and you are assured the ulti-
mate in security, confidentiality, and discretion. 

 
No-compromise assurance of confidentiality, 
integrity, and authenticity 
High-security authentication uses one-time keys 
transmitted via SMS or e-mail, for example.  
 
A flexible system of privileges provides precise 
assignment and surveillance of roles and rights 
for everyone who has access to the electronic 
safe.  

• Strong authentication and encryption of 
transmitted and stored data 

• Centralised, beyond the enterprise bounda-
ries and trustable providing of documents 

• Operations based at high-security data cen-

ters in the Swiss Alps (Swiss Fort Knox), 
ISO 27001 compliant operational proce-
dures  

• No access by IT administrators 

• No investment and implementation expendi-
ture, scalable solution 

• Notification via SMS or e-mail 

• Fulfilment of compliance requirements 
(audit trail) 

Your benefits 
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Data in transit between users and the Secure 
Collaboration Platform is always encrypted using 
128-bit SSL – so you are thoroughly protected 
against interception of uploads, downloads, and 
displays of confidential information held in the 
electronic safe. 256-bit encryption guards all 
stored documents, schedules, community mem-
bership details, etc. This means that even a sys-
tem administrator cannot gain access to sensi-
tive information.  
 
Access privileges the way you want them 
The creator of an information object can set a 
variety of parameters that control exactly how 
the object may be accessed and put to use: for 
example, a release time and duration when the 
object may be viewed, along with an authorised 
community of object users with privileges as 
appropriate – from unrestricted access, 
through online reading only (secure view, se-
cure print), to no read access at all. Restricted-
access documents are watermarked, so infor-
mation that gets out can be traced back to its 
source. 
 
 
Administration and configuration 
You, the customer, have 100% control over 
how your electronic safe is used – be it regis-
tering a new user, defining a new user group, or 
granting higher-level privileges. You can also 
set up archiving exactly how you want it. All ac-
tivity in your electronic safe is logged for audita-
bility and traceability. 
 
 
Reliable, trustable operation 
The Secure Collaboration Service is operated 
by our accredited security experts within the in-
frastructure of Europe’s best-protected data 
centers (Swiss Fort Knox) in the Swiss Alps. The 
operating framework and processes are organ-
ised and monitored according to the 
ISO 27001 international security standard. 
High-availability internet connections assures 
round-the-clock access to the electronic safe. 

Comprehensive perimeter security protection 
(firewall, SSL-VPN, security application gateway, 
intrusion protection, virus scanning, spam filter-
ing, etc.) is redundantly implemented, using a 
dual-vendor strategy. 
 
Helpdesk/Support/Monitoring 
Customer Care Center and and logical on-site 
surveillance 7x24h. 
 
Archiving  
All documents and information can be archived 
in accordance with individual company or 
statutory requirements.  
 
Customizing CI/CD 
Choice of plain generic graphical user interface 
(GUI), or adapted to the customer’s corporate 
identity/design. 

SIAG Secure Infostore AG is a global provider 
of managed security services, also active in 
risk and security consulting. SIAG protects 
your digital assets against civil, terrorist and 
military threats at its high-security data cen-
ters in the Swiss Alps (Swiss Fort Knox). Ac-
credited security experts offer advice, and 
also integrate and operate high-quality secu-
rity solutions on your behalf, with appropri-
ate discretion. 
 
Contact details 
SIAG Secure Infostore AG 
Baarerstrasse 57 
CH-6300 Zug 
Switzerland 
 
Phone +41 41 726 20 70 
Fax +41 41 726 20 77 
info@siag.ch 
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